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As our economy is progressively driven by and dependent upon
technology, so too have our networks increasingly become
targets for attack. A number of high-profile cyberattacks drew
worldwide attention in 2014 and 2015, including the attacks on
Target[1], Anthem[2], Home Depot[3], Sony[4], and Ashley Madison
[5]. But those are just some of the attacks that were wellpublicized; a 2015 Accenture survey found that "[n]early twothirds of companies face 'significant' cyberattacks on a daily or
weekly basis."[6] Tech Insider reported that more than $1 billion
was stolen and 300 million records were leaked in 2015.[7]
Industry insiders predict the severity and frequency of these
attacks to increase, including in the areas of cyber-warfare and
espionage.[8] Cybercriminals are becoming even more skilled so
that they may undertake long-term data theft on a victim's
computer while remaining undetected.[9] As the incidences and
severity of cyberattacks grow, law enforcement, corporations, and
individuals alike must confront the new realities and concerns
posed by this emerging threat, including who must pay for it.
The Government's Response to Cyberattacks

by Samantha D. Wolff

Federal and state governments seem to have established a
carrot and stick approach to dealing with cybersecurity threats.
Last year, President Obama announced that the government
must partner with private corporations and public organizations to
share information and oppose cyber breaches. To that end, in
February 2015, President Obama signed Executive Order 13691,
"Promoting Private Sector Cybersecurity Information Sharing,"
which recognizes that private companies, nonprofits, and
government agencies alike "must be able to share information
related to cybersecurity risks and incidents and collaborate to
respond in as close to real time as possible" so as to best
address cyber threats.[10] Executive Order 13691 encourages the
formation of Information Sharing and Analysis Organizations
(ISAOs) "to establish mechanisms to continually improve the
capabilities and functions of these organizations, and to better
allow these organizations to partner with the Federal Government
on a voluntary basis."[11] Through Executive Order 13691, the
Department of Homeland Security is directed to develop more
efficient means to grant clearances to private sector individuals
who are members of an ISAO and to collaborate with ISAOs to
share cybersecurity information.
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California has also undertaken efforts to safeguard personal data through legislation and enforcement
actions aimed at companies and agencies that fail to protect consumers' private information. In 2004, the
California Legislature enacted Civil Code section 1798.81.5 with the stated goal of ensuring the protection
of California residents' personal information by encouraging businesses to provide "reasonable security" for
that information.[12] Civil Code section 1798.81.5 mandates that businesses that retain customer data "shall
implement and maintain reasonable security procedures and practices appropriate to the nature of the
information, to protect the personal information from unauthorized access, destruction, use, modification, or
disclosure."[13] In the event of a data breach, a business or agency must notify consumers "in the most
expedient time possible and without unreasonable delay."[14] California Civil Code section 1798.82
prescribes the form and content of the notification, including, among other items, the exact title of the
notification and subheadings, contact information of the reporting business, the toll-free number of major
credit reporting agencies, and an offer to provide identity theft prevention and mitigation services.[15] The
failure to timely notify consumers of a data breach may subject a corporation to civil penalties in the amount
of $2,500 for each violation in addition to monetary damages and injunctive relief.[16]
In an effort to ensure enforcement of these and other privacy laws, California Attorney General Kamala
Harris announced the creation of the Privacy Enforcement and Protection Unit ("Privacy Unit") within the
Department of Justice in July 2012.[17] The Privacy Unit holds corporations responsible for data beaches
through the enforcement of California's Unfair Competition Law, which acts as the predicate for an unlawful
data breach violation.[18] For instance, the State initiated an enforcement action against Kaiser Foundation
Health Plan, Inc. in 2014 after Kaiser delayed notification to its employees that an unencrypted USB drive
was discovered at a Santa Cruz thrift shop containing more than 20,000 employee records.[19] Kaiser
ultimately paid $150,000 in penalties and attorneys' fees, among other terms, to settle the matter.[20] The
State also filed an enforcement action against Citibank, N.A. in 2013 following a data breach of its website
which affected more than 80,000 California account holders.[21] The case resolved after Citibank agreed to
pay $420,000 in penalties and attorneys' fees to California and $55,000 to the Connecticut Attorney
General.[22]
The costs and penalties associated with these and other government enforcement matters pale in
comparison to the putative class actions and shareholder derivative suits brought by those whose personal
data was breached. By way of example, following the massive data breach that affected approximately 56
million Home Depot customers, a shareholder derivative action was filed in September 2015 naming twelve
of Home Depot's directors and officers individually, and Home Depot, Inc. as a nominal defendant.[23] The
complaint alleges that Home Depot failed to employ reasonable security measures to protect its customers'
private information and that the individual defendants "were complacent, leaving in place glaring
vulnerabilities that not only allowed hackers to enter the system undetected but permitted them to continue
siphoning customer cardholder and personal data for almost five months without detection."[24] The
complaint alleges causes of action for breach of fiduciary duty and waste of corporate assets.[25] At least
forty-four other lawsuits were filed by victims of this same cyberattack. As of October 2015, the breach had
already cost Home Depot $232 million and it is believed that the attack could end up costing into the
billions.[26] This naturally begs the question, who pays for this?
What Does the Future Hold in Terms of Insurance Coverage for Cyberattacks?
Unlucky insureds who were among the first to suffer large, public cyberattacks initially attempted to obtain
coverage for the resulting losses under Coverage B (for personal and advertising liability injury) of standard
commercial general liability policies with mixed results. In one notable case, Zurich American Insurance
sought a determination that no coverage was available to Sony Corporation under Sony's CGL policy.
Zurich successfully argued that the policy did not protect against Sony's estimated $2 billion loss, which
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was caused by third-party acts.[27] The parties settled while the court's decision was up on appeal.
Conversely, the Central District of California upheld coverage under a CGL policy for a hospital data breach
of 20,000 patient records.[28]
Given the uncertainty stemming from these (and many other) inconsistent holdings, increasingly savvy
corporations are obtaining cyber insurance policies, which are essentially a grab-bag of coverages for data
breaches. However, these nascent policies are not always adequate to cover the damage resulting from a
breach. In the case of Home Depot, its cyber insurance policy covered only $100 million of the breach, just
a small fraction of its estimated damages.[29] Large retailers find it challenging to purchase adequate
insurance coverage in excess of $125 million.[30] As retailers face mounting expenses resulting from a data
breach, including costs to repair and upgrade systems, credit-monitoring services, and litigation costs,
sufficient coverage is hard to come by given the potential for vast exposure.
Even when companies obtain adequate cyber insurance, coverage issues may arise where they fail to
properly implement risk-control procedures. In the case of a December 2013 breach of Cottage Health
System, which resulted in the dissemination of more than 32,000 patients' protected health information and
a subsequent $4.13 million class action settlement, Columbia Casualty Company sought recovery of the
settlement and attorneys' fees after it determined that Cottage Health did not implement the risk controls
that it had identified in its application.[31] The matter was dismissed in July 2015 following the parties'
agreement to pursue alternative dispute resolution.
With the increasing severity and frequency of damaging cyberattacks on the horizon, the insurance industry
will have to find a way to offer adequate coverage to policy holders seeking to avert the costs associated
with such attacks. At the same time, policy holders must not ignore the risks of cyber-attack, through their
own systems or those of their third-party vendors, and must actively implement risk-control procedures to
safeguard against such attacks.
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